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Marc Directives

Marc Directives are a little known but powerful method of using libraries to add, modify, or delete functionality in Marc.  To implement them, programmers use a rather simple interface and it has remarkable efficiency.  Let’s say that I wanted to eliminate ‘Run’ and ‘Start’ commands from a standard set of capabilities for users.  A Marc Directive would be the best answer.  Another example, if I wanted to let non-controlcapable users print their own reports locally, they could be given a print command to accomplish this.  ‘Go’ and ‘Quit Coms’ can be eliminated for all users.  The list goes on and on.  Marc Directives are a great tool for sites where flexibility requires custom implementation of commands for local use.


Centralization of IT Services (Pro or Con)

In today’s IT workplaces there are differing views on centralization of IT services.  Many like to do what they please with limited or no controls; hence decentralization is their preference.  From what I have seen control, cost, and security are better served from a centralized governance of IT.  Of course there is only one computer manufacturer that can fully and seamlessly interface networks through a centralized server with the power and ability to completely handle every issue of need.  Long live the MCP and its ClearPath house.  The MCP has moved from platform to platform over the last 40 years and it is still without a true peer in ability and capability.

FYI
The New Libra 180 that was recently released by Unisys is not just another new model of a ClearPath that is a little faster than its predecessor.  The I/O punch of this system, in conjunction with the CPU power, makes it incredibly faster than anything else in the industry.
CDRom Training

The first mini-training has been released by Integrity Services in CD format.  The first topic is Three Interfaces To The Userdatafile.  We plan four releases a year of topics of interest to the ClearPath user.  There is more information on the web page at www.integrity-services-inc.com

.


In recent years there has been an increased focus on security, and I have spent much of my time on adding security features to the Integrity System Doctor.  In this article I would like to concentrate on non-security related features of the Integrity System Doctor.  Some of the issues will be re-stating old functions, but there have been new non-security related features added to the Doctor packages as well.

The supervisor is the basic heart of the Integrity System Doctor, the Integrity Security Doctor, and the Integrity Super Doctor.  Although the Security Doctor focuses on security issues for the most part and includes all security features included in all Doctor software, the other two software products are loaded with many features that are oriented toward operations and performance.  In this article I will explain many of these features.

The only difference between the System Doctor and the Super Doctor is that the Super Doctor contains a rather sophisticated password management system.  Because this small difference is a security feature, I will concentrate on the System Doctor, although all features are also available with the Super Doctor.

With the Integrity supervisor (Doctor) there are many commands that can be issued either at the ODT or through programs that use DCkeyins.  The supervisor has the ability to issue an ODT command, start WFLs, issue messages, set and reset options, manage job queues, and several other functions.  The commands are initiated through LC commands so that they are all placed in the Sumlog for later examination, if it is desired.  The supervisor has an automatic schedule so that any command that can be executed may be placed in the schedule and can be done automatically.  The frequency of each command may be once, daily, specific days of the week, or dates in a month, and selective months of the year.  Therefore commands may be issued daily, weekly, monthly, quarterly, annually, or whatever suits you.

Commands may be defined on a one-to-one basis so that what was a long command may have a short form.  This is often convenient at the ODT.  Commands also may be defined to be one-to-many, so that with one command any number of functions may be done.  One example is suppressing tasks although all commands do not have to be ODT commands.  The commands are placed in the Doctor Control File and may be issued manually or in the schedule as desired.  They may also be changed on the fly so that upgrades or modifications can be made.  The supervisor (Doctor) will read the control file any time that it gets changed.  This can be done through Cande or through Library Maintenance, FTP, etc.

Commands may also be defined to occur at BOJ, which for the Doctor, is usually at H/L time.  This allows one to establish a specific environment with which the MCP may operate.  Job queue definitions, MCP options, data communications configuration, libraries, memory factors, and other settings may be maintained and established by the Doctor.  This is helpful in your native environment and also in testing and/or using a disaster backup environment.  It is also a convenient method to document how you have set up your computer system.

There are specialized commands like delete and purge, which allow warnings with responses for remove and PG respectively.  Tell will display all Doctor options and their settings.  Other commands fire off WFLs to backup disk packs, install Unisys ICtapes, get security reports, start performance monitoring, etc.  Because most of these specialized commands are created by definitions in the control file, they also act as examples for user defined functions.  You can fire off a Log IOsummary at the time when you transfer the Sumlog and get a report indicating the health of peripherals, especially disk and tape units.

There are those who use the schedule to run a “Lights out” operation for a shift or two each day and all weekend.  The Doctor can be instructed to perform certain operations when defined situations happen, such as a task goes into the waiting status.  Different waiting entries can have different responses including calling a pager, sending an email, or sending an email to a cell phone.  The same tasks are possible with DSed programs.  This is demonstrated in the latest Doctor class on DVD.  The Doctor can be instructed to perform a given command or function if a predefined message passes through the message queue.  If a production WFL has an undesirable situation, it can generate a message that the Doctor can use to accomplish notification or some other desirable task.

With the Doctor documentation are two pages of Userdatafile extensions that allow a number of attributes to be assigned to usercodes.  Stations may be limited to use by certain usercodes by time of day, and this may change by time of day, such as for a second shift; new usercodes may be used, or no usercodes may be stated for a specified timeframe.  ODT commands may be given to Cande users or Cande MCS and Family commands may be limited to certain usercodes.  Cande control stations may be assigned to usercodes rather than stations so that they only function when a specified usercode is logged on.  A DU command allows users to view how many files and how much disk space they are using.

Several Marc Directives are available to allow new commands and restrict other commands.  For example, GO, PA, and CO may be restricted while Start or Run may be allowed for non-commandcapable users.  Non-commandcapable users may be permitted to print their own backup files.  ODT commands (to look but not touch) may be allowed  for Marc users.

Performance software is included with the System Doctor.  Detailed graphic and tabular reports allow for performance analysis and capacity planning.  These reports are usable by someone with limited system knowledge with minimal instruction.  There is also detailed instruction about the performance software on DVD training.  In addition to comprehensive system reports on processor, memory, and IO, there is also a mix task monitor to show resources that each task is using sorted by resource used.  Mix snapshots (of a specified time interval) are displayed and sorted by processor, memory, IO, or ready queue.

The Doctor will also inform by instant alarm, resources that have exceeded thresholds that are specified in the control file.  For instance, if the threshold is set so that when processor use reaches or exceeds 90% for 10 minutes a display will occur on the ODT.  Memory, IO, and disk can also be specified.  Disk storage thresholds as well as disk activity thresholds may be specified.

The automatic schedule gives one the ability to turn Doctor options on and off by time-of-day and day of the week.  Thus performance analysis may only take place once a week while checking for aborted tasks may happen every day during the second and third shifts.  There are options to prevent job queue changes and task priority changes.  There is an option to give instant alarms when intruders enter the system.  There are options to set audits to record everything entered at on ODT, Remotespo, and Dckeyin; all alarms; all Cande commands; and all stations as they sign on.

There is much more to the System Doctor than just security monitoring and reports even though there are security activities monitored by the Doctor that are not done by any other software that I know of.  The performance functions and operations management tools may surprise those who thought the Doctor was only security oriented.  Many of the functions are flexible so that they can be user defined.  Detailed documentation on Integrity Services’ software is available for downloading from our web site at www.integrity-services-inc.com.





Offshore Software Security

More and more software development is being developed for American business and government by offshore programmers.  This is raising the question of how secure is the software and should it be labeled as such (offshore)?  Terrorists don’t have to visit us to invade our lives.  All they have to do is send their time bombs in software.  Gartner is predicting according to a study that by 2004, more than 80% of U.S. companies will consider outsourcing critical IT services.

The trend in companies that I have observed is that many of them are more interested in the bottom line than safety.  This includes computer security.  Although it is possible to infuse software with loaded bombs by people in this country, for the most part they have a vested interest in our country and can be monitored more easily.  For offshore software development, we give them our source code and they give back a final result or they develop the entire product themselves.  Does this process need a sanity check considering the current global security environment?

Should offshore software be labeled as such, since we purchase much software as consumers?  Is our government using offshore services in critical applications?  Do we want to bank at financial institutions that use this type of software?  And do they know what they are getting if they get it from a third party in America?  Wouldn’t it be more to our advantage to have our programmers move to rural America, where living costs are considerably lower than the metropolitan city areas, and develop software much more economically, albeit not as low as offshore?  Wouldn’t it be nice to write programs on the back deck of your mountain cabin as it overlooks a lake or stream?

Serious Deficiency In Funding Security

According to a recent survey IT security has a major obstacle in inadequate funding.  ROI (return on investment) is not calculated when building a case for information security budgets by IT organizations.  Information security spending is not part of the ROI calculation.  No wonder that IT security is always a secondary consideration.  The bottom line does not consider security as a major factor.  Another survey states that management is spending more money on insurance than centralized security management.  A chief security officer (CSO) only exists in 25% of companies.  Since 9/11 security spending has increased 4% while insurance premiums have increased 33%.
FYI

Look for us at the upcoming conferences:

· Mid-South ITI Users Conference in New Orleans  (Sept. 10th-12th)
· UNITE Conference in Reno, Nevada  (Sept 21st-24th)

· Uniti-East Conference in Phila., PA  (Oct. 8th-10th)

Integrity Services Inc.

Has developed software that will benefit your computer needs

· System Initialization Setup

· On-line Resource Evaluation

· Station Security

· Automatic Virus Scanning

· Extensive Security Reports

· Performance Analysis Reports

· Mix Task Resource Monitoring

· Instant Alarms (Aborts, Waiting, Messages)

· ODT & CANDE Audit of all commands

· Audit of All Alarms

· Automatic Disk Backups

· Verify Readiness for MCP Upgrade

· Installation of Unisys IC Tapes

· Safe Delete and Purge Commands

· Automatic Schedule for all Jobs, Tasks, Commands, and more


We work for you by offering


specialized consulting services and training


   Appraisal, Advice, and Recommendations for your ClearPath Computer





Protecting Data Files





To prevent removing a file (accidental or otherwise) you can lock a file.  Once you do this it cannot be removed until it is unlocked.  All copies of the file retain the Locked attribute so that they cannot be removed either.  It is a WFL statement that is used to accomplish this task.  Locking or unlocking a file can be done in a WFL job, with a command during a Cande session, or from the ODT.  The command from the ODT is:





          ALTER <filename ON pack> (LOCKEDFILE = TRUE)





The reverse process is:





ALTER <filename ON pack> (LOCKEDFILE = FALSE)








See what our Integrity System Doctor Software can do for you!!





We offer a variety of packages that will suit your needs …and all at a very affordable price!
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Non-Security Features of the Integrity System Doctor








Protecting Programs�


When a program is running it can be Dsed by a simple ODT command, <mix #> DS.  To prevent this process you can enter <mix #> LP and lock the program.  To do this you must know the mix number after it enters the system.  To lock all executions of a program you may lock the codefile.  To do this enter at the ODT:





MP <program name ON pack> + LOCKED.





To reverse the process type:





MP <program name ON pack> - LOCKED.
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