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The Halt Load Unit

The halt/load unit is critical to system operations and system performance.  I have heard comments that lead me to believe that this function is considered to be mystique by many and they leave it alone.  The truth is that the H/L unit is the boot unit for the MCP and it can be any disk pack unit.  The MCP and a few other critical files and tables reside there and there can be a significant amount of disk I/Os to the unit.  If MCP I/Os are delayed then all other functions will also be delayed.  That is why it is critical that the MCP run as free from queued I/Os as possible.

On small computer systems the H/L unit may be combined with other system functions, such as system software.  Many users place the MCP on disk with the other Unisys software.  This may be done effectively on computers with little demand for MCP activity; but when MCP I/O activity warrants it, the MCP should be placed on a separate disk pack denoted as the H/L unit.  This should be the case for most users.  I/O efficiency and system performance will increase.  The MCP should be on the most efficient disk unit on your computer system.  See the article on Where Files Should Reside.

Limitations of AA CPURATE

To look at processor usage of tasks in the mix it is often helpful to use the AA Cpurate command.  A program in a processor loop may be exposed.  A task using a lot of processor cycles may be indicated.  A note of caution: the processor time used is from beginning of task and not over an even period of time.  This may distort statistics, but you may also get the results you desire.  For Doctor clients, use the Monitor program.  You can specify the time interval to be used and the sort you desire, such as CPU, I/O, Ready queue, or memory.

How to Reach Us

You may contact us by mail, phone, fax, or e-mail:

Integrity Services Inc.

10 Radnor Road

Newark DE  19713

(302) 738-7808 phone/fax

e-mail address:

jkite@integrity-services-inc.com
or visit our web site at 

http://www.integrity-services-inc.com


I have been asked to do performance analysis on many computers.  Although bottlenecks are normally assumed to be processor issues, most of the bottlenecks that I have observed have been in the disk subsystem.  Of course memory, processor, and network throughput must always be considered when analysis is made.


Disk efficiency or inefficiency is determined by type of disk, number of disk units, configuration of disk units, and placement of files.  I have dealt with the first three issues in former articles and on my web page.  Placement of files causes many systems to run inefficiently, even though many people try their best to distribute files.  One big problem is that unless you purchase software you cannot evaluate disk efficiency.  I have heard many good reasons why certain files are placed in specific places; but without an evaluation tool these distributions are, at best, educated guesses.

Disk evaluation and analysis will show amounts of data flowing to and from each unit, read and write activity as well as read-to-write ratios on each unit, and unit queuing for each disk pack.  This analysis will reveal bottlenecks and high usage units.

In addition to performance needs, in placing files one should also consider operational needs.  It is a well-known fact that the most efficient way to distribute files is to have one disk family and place all files there.  This can be an operational nightmare.  The exception to this concept is special programs, like the MCP (see article on the halt load unit).  In the overall valuation of your computer system, disk units are a small investment.  Get as many as you can; extra units are always a help.  This is not the place to cut costs.

As stated in the article on the halt load unit, the MCP should have its own disk pack, except in a very few cases.  Small environments are the exception, but when computer environments increase, a separate H/L unit should be used.  The H/L unit should not be a slow disk.  On large systems it should be solid state for efficiency.  It would not hurt to have it on solid-state disk on all computers.

Database files should be on one disk family and not on separate units.  You may have separate families for different databases or put multiple databases on the same family.  The latter should be more efficient, but the former may be operationally necessary.  Performance tools will give more information on how many units should be in a disk family.  Storage is not the issue, efficient I/Os is the issue.

System files or Unisys software is a concern of its own.  There are many pieces and functions of system software.  This is where disk performance tools can really help you.  As a rule of thumb after the H/L unit is established the major functions of printer backup and log activity should be placed on disk packs of their own through the DL function.  Catalog and Jobs may need to be distributed based on performance data.  There are other DL functions that may need to be distributed on very heavy usage systems.  The remainder of the system software usually resides together, on a pack called Disk, but performance data may cause Coms or other functions to be moved.

Multiple disk units allow simultaneous, independent I/Os to occur.  This is one area where efficiency is obtained.  Also cache buffered disk and solid-state units greatly increase efficiency.  The distribution of system files is often an area where questions arise, or worse yet, are not asked.  Remember if the system software does not run efficiently, neither will the application software.

A fundamental disk layout usually includes a family of disk for databases, a disk for routine system software, a halt/load unit, a sumlog disk, and a printer backup disk.  Other considerations are usually driven by needs revealed by analysis.

Is Your Mission-Critical Software and Data Secure?

Although there are many auxiliary graphic and reporting mechanisms that network servers may perform, we recognize that most, if not all, mission-critical information resides on the ClearPath computer.  Where other servers have mission-critical functions, we can include them in our consideration of mission critical data.  First we must define what is mission-critical so that we can put our arms around it.  Then we need to evaluate how secure it all is.

Do we have all information in one location or do we need to consider multiple locations?  Is all information in one disk configuration, such as a SAN (Storage Area Network), or do we have multiple banks of disk to maintain?  Does the security policy address all security issues, especially concerning the ClearPath system?  Do you have an off-site mirror of all critical disk information, for disaster plans, and how secure is it?  Do you and your own personnel handle security or do other people from other companies come into consideration?  Do they have the same criteria and determination that you have in defending your mission-critical data?

If you use a service bureau, are you familiar with how they handle the protection of your data?  Certainly, you must trust them or you wouldn’t use them.  But, have you examined their facility to familiarize yourself with their methods and fervency to handle your needs?  What is adequate and how much do you want to pursue beyond that mediocrity?  Do they do it as you would do it?  It is your business and you are responsible to protect it.


New Weakest

Security Link
The firewall is rapidly losing its place as the line of defense for computer security.  Increased demand for web functionality has caused most traffic to be sent through ports 80 and 443.  Most companies leave these open for e-commerce and hackers are entering the servers and enterprise systems to gain access to the application layer.  Perimeter security is not the last, or even the most important, line of defense.

New security measures must now come inside the firewall and examine what is happening with hacker attempts.  Don’t discard your firewall, but recognize that the battle is moving to another front.  New encryption techniques are also coming to the forefront as traditional practices of encrypting databases allow skilled hackers to steal the key.  New practices include end-to-end encryption and digitally signs all transactions by means of the Security Assertion Markup Language, an XML-based secure language used by web services when exchanging authentication information and security credentials.












Integrity Services Inc.

Has developed software that will benefit your computer needs


· System Initialization Setup

· On-line Resource Evaluation

· Station Security

· Automatic Virus Scanning

· Extensive Security Reports

· Performance Analysis Reports

· Mix Task Resource Monitoring

· Instant Alarms (Aborts, Waiting, Messages)

· ODT & CANDE Audit of all commands

· Automatic Disk Backups

· Verify Readiness for MCP Upgrade

· Installation of Unisys IC Tapes

· Safe Delete and Purge Commands

· Automatic Schedule for all Jobs, Tasks, Commands, and more
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Training opportunities at an affordable price… see inside for more details.
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Articles inside:


Where Files Should Reside?


Is Your Mission-Critical Software and Data Secure?


New Weakest Security Link


E-Commerce








E-Commerce





To get a competitive edge, enterprise servers (such as LX, NX, CS ClearPath computers) consider three basic alternatives:





Rewrite an application on a web server and perform the same functions as on the mainframe.  The capability of some ClearPath functions may not be converted to other servers, but a reasonable subset of them are.


Convert the mainframe application to a web server and add internet interface logic.


Keep the mainframe application in place and web enable it.





The first two approaches are expensive and risky.  I know of server applications that had to be moved back to the mainframe because the servers couldn’t deliver the throughput necessary for the applications.  A lot of money is used in the first two approaches, and almost always, reduced performance and functionality is experienced.





The third approach is the only one that has real safety.  Integrity of data is always at risk on any computer other than a ClearPath computer because of the superior internal bussing of the hardware and check-summing in the software.  Where else do you have single-bit error correction and multiple-bit detection?  Is not the MCP/Windows ClearPath server the best of all worlds in today’s e-commerce environment?  Add web functionality to it.
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New Pricing – Hourly Increase





Integrity Services’ fees have remained fixed for five years.  In April 2003, there will be an increase of $5/hour for services.  Integrity System Doctor prices and maintenance will not be changed.








Penetration Tests





At least three of our Doctor clients have had outside consulting firms do penetration tests on their MCP environment from the outside.  I believe inside testing has no value.  In these tests, the Doctor has detected, isolated, and reported every successful penetration.








Unisys Benchmark Facility








Unisys maintains a benchmark facility in Tredeffrin, Pennsylvania.  Normally, every class of MCP computer that is currently supported is available for their customers.  What this means is that when you are considering an upgrade to a new processor, you can take your own data to this facility and run it on one or more computer systems with different processor capabilities, usually measured in RPMs.





I realize that every computer sales person has a computer he or she wants to sell to you.  It may be the right processor for you or it may not.  It may have the proper peripherals that are best for you or it may not.  When you test with your own data (databases) you will find out how each class of processor and related computer devices handles your needs.  A sales person proposes a shot in the dark.  It may be an educated guess.  If you want to test with your own data, ask for the opportunity.  It is available for all Unisys sale people for all clients or prospective clients.





If you really want to use it don’t be put off.  Techniques, like last minute sales concessions that are time related, are often used in the sales industry.  This may not allow you enough time to properly evaluate your needs.  Plan ahead.  Don’t get caught at the last minute with a decision to make.








Training


Opportunities





New classes coming this spring….





This spring on April 29th -May 2nd, 2003 we are planning an event seminar for all current Doctor users in combination with classes that will be available to all.  The purpose of the Doctor seminar is to allow Doctor users to share ideas, and for us to gain feedback from our users.  Users may bring reports, ideas, questions, or any desire that they may have so that future enhancements to the Doctor Software may be of benefit to all.  A presentation will also be made on new features and the use of alarms and reports.





Current plans for enhancements to the Doctor software include:


Identify users of a Remotespo so regularly used stations will not cause an alarm.


Remotespo exception list (alarm exception list)


Alarm on programs? (identify when they are run)


Virus alarm (expose dangerous programs when they first present themselves)


Report stations when nxservices attaches them, even from telnet


Automate printing of Cande audit





Proposed classes include (recommended for those with a limited skill set):





Especially useful for ITI users





Security Update


Coms Utility


Cande


Userdatafile – 3 interfaces through System/Makeuser


NX Services


User center


Admin Center


Installation Center


Etc.


WFL


     Please mark your calendars and don’t let this training opportunity pass you by!





Reduced Training Class Prices





*MCP Security one day training video - an overall background of MCP security as well as specifics on securing a computer.





*Security Update on DVD (half day class)





*The Integrity System Doctor on DVD (half day class)





All 3 classes can be purchased for only $250 plus shipping & handling.





Supplemental materials are included.





Classes were originally $250 for Security class on video and $150 each for DVD half day classes.





For more information, please see our contact information on the front page.














See what our Integrity System Doctor Software can do for you!!





We offer a variety of packages that will suit your needs …and all at a very affordable price!





We work for you by offering


specialized consulting services and training


   Appraisal, Advice, and Recommendations for your ClearPath Computer








Visit our website at: www.integrity-services-inc.com





Integrity Services


10 Radnor Road


Newark DE  19713
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