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Unisys releases a new system software release approximately once a year.  At this time each user has an option of whether to move to this release or not and when to do this upgrade.  In order to accomplish this task preparation is needed by each user.  If you or someone else starts the upgrade without proper preparation, there may be problems even with a person competent in knowledge of the MCP.  Consider steps 1-8 several weeks or months before upgrading in preparation for a new MCP release of software.  The other steps should be done just prior to installing new software.

1. Order Unisys Software:

ASAP - Standard MCP or Standard HMP software level from standard Unisys notice.

One week before installation – ICTapes or CDs and Network CD – from CSC.

2. Check with all third party vendors to see if their software must be upgraded for the new Unisys software release.

3. Run System/Filedata to check for all warning messages and any programs that need to be upgraded before they will operate on the new MCP level.  (All Doctor clients have a Pre-Installation WFL from Integrity Services that will check all warnings).  Compile any programs that need to be on a more current software release and order a newer version of software that will not run on the next software release.

4. When standard software arrives:

Copy = from the following CDs to tape to verify that the CDs are valid and not damaged:


System_<software patch level>


System2_<software patch level>


Network_<software patch level>

5. Verify that the Software keys are correct when the Keys tape or CD arrives:

Copy = from Keystape or Keys CD.

Use IK Merge System/xxx/Keysfile (where xxx is proposed MCP release level) to install keys.

Use IK Show to verify that proposed software keys are the same as those from the current software level.

6. When ICTapes or CDs arrive:

Copy to other media to verify readability and gain speed during installation.


1 or more xxxAFCF tapes [CDs] (where xxx is proposed MCP release level).


1 or more yyyAFCF tapes [CDs] (where yyy is proposed HMP release level,

   HMP systems only).

7. When Network CD arrives: copy = to tape to verify readability of CD.

8. Verify with Unisys CSE that Sycon and all microcode levels are compatible with the new Unisys software release.

9. Back up all data bases prior to the upgrade.

10. Back up all files on Disk prior to the upgrade.

Back up other packs with critical files, such as System/PrinterInfo.

11. Check SYSOPS LONGFILENAMES option and set as needed.

12. Verify or create Standby H/L unit.

13. For all Doctor clients:

a. Copy all Integrity Services’ software before installing system software.

b. Change Generalsupport reference in Doctor Controlfile to use new software release level.

Copy and modify Software installation WFL as needed to load ICTapes.

Intrusion Detection

After the events of September 11, many people are taking a deeper look at computer security.  The area of viruses, worms, and Trojan horses can be a serious threat to any computer.  I had a client advise me that she had discovered the Code Red virus when it first came out, before anyone had a definition of it, by running Integrity Services’ security reports.  The MCP-based computer will not be hurt by server viruses but the Atlas software could be.  These reports notified the user of the problem so that servers could be secured.  One of the benefits of the MCP operating system is that it is more secure than any other operation system on mainframe or server.

Trojan horse software is another issue.  Programs may be introduced to any computer that can breach security and cause many different kinds of problems.  Information may be viewed without anyone’s knowledge, proprietary information may be stolen without a trace, or data may be corrupted and your discovery may be immediate or later (maybe even a year later).  Knowledge of every program on your computer is necessary to prevent or discover these dangerous software programs.  This can be done individually by examining each program; or software may be used to examine all programs and isolate or remove needed software.  The name of a piece of software is not enough to consider it safe; it must be examined further to make sure that someone has not replaced perfectly good software with a program to violate security and do damage to information.

Dangerous programs come in many varieties.  Every program with the following attributes must be examined to verify its trustworthiness:

1. Bootfile program

- Contains the instruction set for the processor

2. MCP code file

- Contains operating system capabilities

3. ESPOL code file

- Previous language of MCP (privileged constructs)

4. DCALGOL code file
- Allows DCKEYIN intrinsic to perform ODT commands

5. DMALGOL code file
- Allows DCKEYIN intrinsic to perform ODT commands

6. NEWP code file

- Compiler for MCP, etc. (privileged constructs)

7. BINDER code file

- Combines different code files including any of the above

8. Privileged Program

- Eliminates any security verification for file access

9. Compiler code file

- This property allows creation of code files

Length of Service of ClearPath Computers

It is understandable that computers have a life cycle.  A ten-year old computer may not be practical to operate.  But who establishes the duration of a computer’s life cycle?  If the manufacturer decides to stop support for a computer that is 4 or 5 years old, is that reasonable?  The first ClearPath computers (NX4200, NX4600, NX4800) are soon to be terminated with very little notice from Unisys.  They will maintain the hardware, but will not allow new MCPs to operate on them.  This is unreasonable!

Beware all of you who purchase your next ClearPath computer.  Have it stated in your contract how long Unisys will support hardware and software.  It is your investment.  I have people telling me that they would like to user their ClearPath computer beyond 5 years to maybe 7 years and they cannot.  There is no doubt that the MCP ClearPath computer is by far the best business computer on the market.  There is no one close with the technology, security, and dependability.  At least the computer should be supported until no one would want to use the old version any more.  This must be close to 10 years.  My advice is to have this verified in writing before you sign a contract.

Business Paradigm

In the last two decades we have observed a drastic change in American business and businesses.  There was a time when loyalty and commitment were rewarded because they were valued attributes of employees.  That is not common today.  Greed (the bottom line) seems to have replaced traditional business values.  The focus on money and me (the self-centered focus on me as Number 1) have pervaded our society.  Business has been adversely affected and security in employment has been damaged.  The credibility of companies caring for employees has diminished significantly.  Wouldn’t we all like to find one of those companies that care for us as our employer?

Nowhere has one industry been more affected than in banking.  Banks have been gobbling up one another for many years now.  A common attitude today is, “Am I safe where I am?”  Acquisitions make business sense sometimes, but there is a right way and many wrong ways to accomplish this.  In your organization ask the questions, “Is my employer focused on the interests of the board?” that runs the business.  “Is my employer focused on the stockholders?”  Is my employer focused on the clients?”, that is the depositors in a bank.  The crucial question, “Is my employer focused on the employees?”  Greed has turned many employers into enemies rather than friends.  The focus of a company determines the positive or negative safety of those working there.

I understand that businesses have to make a profit to continue in business.  But, how they make that profit and who gets hurt are issues of responsibility that every employer must face.  Acquisitions that make provisions for the customers and employees of a company are noteworthy when they happen because they are rare today.

As a result of Corporate America focusing on itself, so also has the employee’s self-centeredness been the cause of loyalty to be re-directed to self.  Hence employees hop from job to job to suit themselves and their careers.  Employers cannot count on employees as they once did with loyalty and seeking the good of the company.  It must be noted however, that cause and effect are in place, and companies will find loyalty in employees as they re-direct their loyalties from their own greed to the best interests of their customers and employees.

Although this is more of an editorial than a technical article, I feel compelled to write it so that the warning attitudes of employers may be analyzed by the employees, or victims, of today’s American businesses.  Customers have also become victims.  Ask the questions listed above to see how safe you are from greed or how vulnerable you are to greed in your employment.  Doing business has been a strong point of the American society.  Are we coming to the place where we must be ashamed of this way of life?


Seminars on May 7th – 10th 

Integrity Services is planning a series of seminars in May.  There will be one day of special information and updates for Integrity Doctor users only.  In addition, as we did last year, I am planning a day at the Unisys facility for a first-hand look at new hardware and software and presentations from Unisys’ internal personnel.  People have suggested that a performance seminar would be a benefit to them, so I am scheduling a one-day performance seminar to give an overview of the MCP environment, what hinders or helps performance, and how to obtain the statistics to evaluate your computer needs.  A base line study will be illustrated as well as an on-going plan to keep on top of computer performance.  The importance of capacity planning will be discussed.  The concluding day will feature a half-day session with a security update on MCP Bulletproof Security.  A special announcement will be posted on the web at www.integrity-services-inc.com with seminar details.
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Suppressing Mix Tasks


The are many auxiliary tasks with mix numbers that are visible when an ‘A’ or ‘AA’ command is entered or if the ‘A’ is in the ADM (Automatic Display Module).  These tasks may be temporarily suppressed with a <mix #> suppress command.  At the next H/L they will re-appear and need to be suppressed again.  If you have an automatic program (such as a supervisor) to suppress them, this is not a problem.  If not, these tasks can also be suppressed by name so that the will always be suppressed until the object code is replaced or the suppress property is cancelled.  The following command is an example of the use of this function and it will suppress Cande and its worker stacks:





MP SYSTEM/CANDE + SUPPRESSED





Substitute other software names for ‘SYSTEM/CANDE’.














Video Training








We now offer the following subjects on video:


NX and LX Security and Answers from Integrity Services


The Integrity System Doctor





Classes include Video Tapes, Power Point handouts, and Integrity handouts.


The Doctor class also includes the Integrity Planning and Operations Reference Manual  on diskette.














Windows XP Server Issues





With the introduction of Windows XP operating system also comes a “product activation” problem.  At any time that you boot a computer with an XP operating system it could stop and tell you that you need “activation”.  You could possibly be down until you contact Microsoft and pay an “activation” fee.  Before you pass this off as pertaining only to your network people consider that if and when Unisys upgrades the ClearPath computers from Windows 2000 to Windows XP the ClearPath will be subject to the same work stoppage.





LX and CS computers run the MCP as an application on the Windows operating system while the NX computers run it side-by-side with the MCP.  Power off your computer for maintenance and you will not be sure that it will come back up with Windows XP.  This “activation” is a scam.  Beware that it may be introduced to your ClearPath system.





What happens if you power off and reboot and you are required to upgrade the operating system to a new level for “activation” and the new level is not compatible with the MCP?
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ADDRESS CORRECTIONS


Please take a moment to make sure we have the proper name and address on your Integrity Journal.  The quickest way you can make corrections to your name and/or mailing address is simply by e-mailing us at � HYPERLINK mailto:jkite@dca.net ��jkite@dca.net�.  �
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We offer Specialized Consulting Services:





Full Information Technology Site Audit	


Security Appraisal	


Growth Plan (Capacity Planning)	


System Planning and Configuration      


System Software (MCP) Installations and Upgrades     








Preparation for a New MCP Release





Integrity Services software is soon to be qualified for Unisys software release 48.1.





To view new software features and up to date information go to:


www.integrity-services-inc.com
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3 Doctor Software Packages available:





System Doctor


Security Doctor


Super Doctor





For more details regarding the differences and a list of the software components, please refer to our web site:





www.integrity-services-inc.com





Upcoming Training Seminars in May.


See page 5  for more details
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