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Security Certification for A Series and NX Computers

Your banking, commercial, or private sector computer operations can now be certified as safe by Integrity Services, which has entered into a certification process for security on LX, NX and A Series computer systems.  Most installations can be certified with a three to five day security audit followed by the implementation of all recommendations.

The recommended enhancements to security may be done directly after the audit by Integrity Services' personnel or another visit will be scheduled to verify the necessary level of security.

Annual re-verification will be necessary to retain the Integrity Security Certification.


Integrity Seminar Report

In May a one-day technology update and a two-day security class were given at the Hilton in Delaware.  The interest and attendance were encouraging to me.  Future classes and seminars will be offered as requested. Although this was the only public offering of education by Integrity Services in 1999, there have been several classes given at customer sites.


Upgrading  System Software

A correction to the May Journal is that Unisys has delayed the coverage of the 44.2 release to extend to December 2000.  One must consider what system software level is appropriate to enter the year 2000.  Although Unisys has extended coverage of the 44.2 release to December of 2000, I recommend 45.1. 45.1 is current and, with the atapes, is showing itself to be solid.  46.1 is due out this year, but it takes at least 6 months after a release of software to really know how good it is.  There is not enough time to evaluate 46.1.  In general, you should move to a new level of software after it has been released between 6 months and one year, if the release is solid.

The Integrity System Doctor


The FBI's Computer Intrusion Squad and the Computer Security Institute recently surveyed top corporations and government agencies.  According to a special report in the June 14, 1999 issue of U.S. News and World Report, 30% of responders admitted that their computer systems had been penetrated from the outside and 55% had unauthorized access from the inside.  Proper security is only one aspect of a healthy computer, but it is a necessary one.

Other issues that need to be monitored and adjusted are processor usage (both necessary and wasted cycles), memory usage, available disk space, viruses (or dangerous programs), the overall health of all disk packs, system resources based on thresholds, valid backup information to restore a broken system, security access and attribute changes, and reports revealing who is touching critical information and special commands.  We certainly consider these when we install utilities on our PCs to keep them safe and trouble-free.

Integrity Services has a group of programs to accomplish most of these and other tasks presently, but will soon release the Integrity System Doctor.  This will be one central program that will fire off and maintain the needed routines to keep your NX, LX, or A Series computer safe and trouble-free.  There will be parameters so that you can adjust the Doctor to your computer; but it will come ready to install with default values that will take care of most computer systems.

Let me explain to you what the Integrity System Doctor will do so that you can assess your own computer installation and determine whether or not you are currently accomplishing these tasks, either with programs or manually.  Because of the complexities of an enterprise computer system the task is not as simple as it is with a PC.  The Supervisor from Integrity Services accomplishes some tasks today and will be the hub of the Integrity System Doctor.

The first thing that the Doctor will do is set the stage for the way you run your shop.  The Doctor will set your system factors, options, WFL queues, DLs, SLs, and all other related information about how you want to run your computer.  For more information on this subject refer to the January 1995 issue of the Integrity Journal or page 20 of the NX, LX, and A series Planning and Operations Reference Manual from Integrity Services.

The Doctor should monitor system resources, such as processor, memory and I/O usage, and report variations beyond thresholds that are established.  It should monitor the disk subsystem for available disk space on every disk and monitor disk queuing to report excesses there.  The health of disk drives, tape drives, and other devices should be monitored to ensure the healthy state of these devices.  In addition to short-term monitoring of system resources, the Doctor will have the ability (as does the Supervisor now) to do long-term performance evaluation and, with special assistance from Integrity Services' personnel, capacity planning too.

There will be an automatic scheduler for all monitoring functions as well as any other tasks desired so that virus scanning and creation of disk backups will be done on a scheduled basis.  Any command, series of commands, jobs, or messages can be done on a schedule.  Unattended  operations is available with scheduling, and warnings will be issued to your pager for attention.  The disk packs will be scanned and verified when they are ready for the next system software upgrade.  Installation of Unisys Atape  software will be done by the Doctor when prompted to do so.

The Doctor will allow you to use a safe delete command instead of the remove command.  When you use the delete command, you will have the delete specifications restated to you and asked for a yes or no to proceed.  The same will be true for purging tapes.

A virus check will be run once a week by default (you may specify any frequency you desire) and appropriate reports will be printed.  Changes to the Userdatafile, Datacominfo, and Coms Cfile will be reported.  Security errors, security attributes changes, Logging function changes, and special ODT commands will be monitored and reported.  Auditing of Cande commands will be reported daily or at whatever frequency you desire.

If desired, different environments by time-of-day may be established so that WFL queues and options may be changed as well as limiting certain stations to a list of valid usercodes by time-of-day.  It will be reported that passwords have been changed for usercodes and accesscodes when it happens, but the privacy of the passwords will be maintained.

By this you can see the extensive nature of the Integrity System Doctor.  You may be accomplishing these tasks now or may desire to do so in the future.  With the Doctor these tasks will be automated and regular.  Each system software release will necessitate upgrades in data that will be input into the Doctor.  Computer hacking is getting to be more frequent.  Even the White House has been invaded.  Security and system functions need to be monitored to provide a healthy environment for today's IT computer systems. 

Reminder:

Make sure that you install HMP 3.0 or 4.0, or MCP release 44.2 or 45.1 long before January 1, 2000 so that it can stabilize and your concerns can be focused on other issues in 2000.

______________________________________________________________________________

Integrity Services Background

Joseph Kite is the founder of Integrity Services and has over 30 years experience on Unisys ClearPath and A Series computers and their predecessors (24 years with Burroughs and Unisys).  He has been extensively involved in customer support and services.  His specialties have included system software installation and upgrades, performance analysis and capacity planning, designing and implementing system security, data communications design and implementation, and system planning and configuration.


Joe has been involved in training and education throughout his time with Unisys and Integrity Services.  Technical presentations have included operations management, new product release information, a disk subsystem overview, performance analysis, security seminars, and supervisor operations.


Training seminars are available at public locations or at the site of your choice.  Customization is available when they are at your location.


We have come to the conclusion that an independent and personal consultant is in the best interest of every Unisys customer to evaluate all computer related decisions, sales proposals, and recommendations that you consider.  We will work for you with an unbiased view toward your interests and objectives.  We will make sure that you get the right system, the right configuration of that system (a very common mistake), and the right software services with a new or existing ClearPath or A Series computer system.

  To contact us at Integrity Services for inquiry, services, software, or to schedule seminars and conferences you may write to:

Integrity Services

10 Radnor Road

Newark  DE 19713

302-738-7808

Email:  jkite@dcanet

http://www.dca.net/integrity
Integrity Software Updates

· The Integrity System Doctor will be released in 1999.  It will be unique in the computer industry.  See article on page 2

· Log Reporter is now able to use date specifications to limit reports to the date period specified.

· A Supervisor feature is currently being developed that will notify a designated phone number, such as a pager, when any tasks are waiting.  Those with unattended hours will find this function beneficial.

· The Password Management System has been enhanced to optionally include the following new features:

a. A password may be required to contain at least two letters and one number.

b. At least three characters must be different from the previous password.

c. After changing a password, it cannot be changed for seven days.

d. When a password expires, the user will be given a specified number of warnings before the password expires.

e. The password will automatically expire after 150 days. 

Software From Integrity Services
Send for a free catalog. 

 New offerings:

· Integrity System Doctor   (The health of your computer system

[function and security] is regularly examined and maintained)

· Integrity Password Management  (Password aging plus a robust collection of supporting functions)

· Standard Security Package  (Log Reporter, Virus Scan, Cande Audit)

· Deluxe Security Package  (Standard Security + Password Management)


Software Pricing

There will be an adjustment to software pricing for Integrity Services' software beginning on January 1, 2000.  Since all software offerings have perpetual licenses, maintenance fees for all current software will remain the same.  Future software licenses will see a general increase for all products.  Future software licensing will be for A Series and NX systems.  LX systems will get a 20% reduction and the older A1-A7 and NX4200 systems will also receive this discount beginning January 1.
Because of the increases that will be coming, software prices are a bargain through December 31.  Actually, compared with industry prices for software, our prices are a bargain after January 1.


The Integrity Plan, which has existed for six years, will no longer be available to new clients after December 31, 1999.  This has been a way to reduce costs in the past for services offered by Integrity Services. 

Reader's Response

Please take a moment to make sure we have the proper name and address on your Integrity Journal.  The quickest way you can make corrections to your name and/or mailing address is simply by e-mailing us at jkite@dca.net.  You may also return or fax this form to Integrity Services, 10 Radnor Road, Newark DE  19713 or call us directly at (302) 738-7808 (voice or fax).

Name:   _______________________________________

Company Name:  _______________________________________

Address:  ______________________________________________________________________________
If you need to add someone to our mailing, please let us know.

Libraries

A Library is a program containing one or more procedures that can be called or invoked at runtime by other programs or libraries.  Each procedure in a library has a potential of being an entry point; but only those procedures listed in an export statement are valid entry points.

There are two types of libraries, Call-by-title and Call-by-function.  The System Libraries are Call-by-function and defined with SL (System Library) statements.  They are said to be "SL'ed".  An example would be the Printsupport library.  It would be established with the following command:


SL PRINTSUPPORT = *SYSTEM/PRINTSUPPORT ON PACK

This is the manner in which a Call-by-function library is mapped to program object code.  When a function of the library is invoked the program is linked directly to the library that is referenced by the SL command.

The other type of library is Call-by-function.  With this library the procedure of the library is declared in the calling program and invoked as though it were a procedure of that program.  The library need not be of the same programming language as the calling program.  Thus, a Cobol program may call an Algol procedure and take advantage of features in Algol that do not exist in Cobol.  Another benefit of libraries is that a function may be written one time and invoked many times by the same program and different programs.  

Libraries are initiated by the MCP (Master Control Program - the operating system) when a program calls an entry point which resides in the library.  The library may or may not execute some initialization instructions and then it Freezes.  The freeze statement is what causes an otherwise normal program to become a library.  A library is not normally viewable in the mix of programs.  To see the current libraries a LIBS command should be used.

A library may freeze as a permanent or temporary library.  A temporary library stays active as long as any program is using it.  When the active programs for the temporary library are zero then it Thaws and goes to end of job.

Permanent libraries are initiated when the first call of an exported procedure is made by any program.  It then stays active even when all calling programs exit the mix.  It will remain active until a halt/load or a Thaw command is executed with its mix number.

When a library thaws, whether by a temporary library not being used by an active program or a specific Thaw command, it will once again become active when next invoked by any calling program.  Libraries are a vital and efficient method of using common routines or functions.  The implementation by Unisys makes them an integral part of the system and an easy programming tool for software writers.

Integrity Services
Specialized Consulting Services and Training

Appraisal, Advice and Recommendations

1. Performance Evaluation, Sizing or

       (System Utilization Study)


a. Resource evaluation


b. Identify bottlenecks


c. Growth recommendations


d. Trouble analysis

    (i.e. slow response time)

e. Performance Seminar

2. Security Appraisal


a. Security analysis of the customer's

                security policy


b. Security analysis of ClearPath and 

                A Series computers


c. Recommendations on policy

                adjustments or implementation


d. Implementation of the customer's

                security policy


e. Security Seminar

3. Growth Plan (Capacity Planning)

Capacity planning is not getting a big report one time (It must be on-going and not a one-time analysis)

a. Establish a base line performance study 
    of the current system


b. Make recommendations


c. Establish on-going analysis with

                customer readable reports


d. Implement recommendations

4. System Planning and Configuration


a. Examine customer needs and plans


b. Examine existing computer system


c. Make recommendations

5. Network, Data Communications Design, and Implementation


a. Examine existing pc network or data

                communications network


b. Examine and discuss customer

                needs and plans

c. Evaluate ClearPath or A Series to LAN

                communication


d. Make recommendations

6. Software Package Evaluation


a. System impact


b. Resources needed

7. Operations Analysis


a. Evaluate existing operations


b. Discuss the use of efficient

                operations tools and techniques


c. Brief seminar on ClearPath and 

                A Series.   How it functions.


d. Full Operations Management Seminar
8. System Software (MCP) Installations and

    Upgrades (Customized for site specific needs)

__________________________________________________________________________________
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Revised ClearPath and A Series Planning and Operations Manual


The 1999 edition of


The NX, LX and A Series Planning and Operations Manual


is currently available


and it is included with


system software upgrade services
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